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LLNL’s mission: to strengthen national security
through world-class science, technology, and

engineering

7 A\
Nuclear Deterrence

= Annual Assessment

= Stockpile modernization

Advanced science and
technologies

NNSA enterprise agility
and resilience

/ Threat Preparedness \
and Response

= Pandemic response

/ Climate and Energy \
Resilience

High-fidelity climate

tools / biosecurity

Nuclear counter
proliferation and
counterterrorism

Forensic science

All-source intelligence

/ Integrated Deterrence
and Competition

e ~d

= Emerging technologies

impact assessments

= Reliable, secure,
low-carbon energy

= |nfrastructure
sustainability

= Advanced materials
and manufacturing

R&D and assessments

Strategic defense and
conventional strike

Space / cyber security

Cognitive simulation /
artificial intelligence
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Security and resiliency of power grid
infrastructure

= Increasingly interdependent on climate and cyber systems
— Opportunities and challenges

Power Grid
Infrastructure

Solar Output
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How can data science address grid security and

resilience challenges?

= |ncreased situational awareness

— New sensing and measuring
instruments and data
management

— Leveraging/retrofitting existing
sensors

= Preventative operation and
planning
— Planning and operation against
extreme weather events
— Preventative maintenance to
minimize outages

= Discovery of contextual
information from multiple
sources of data
— Wide area monitoring

— Post-event forensic analysis
— Localization of events
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Data analytics for wildfire prevention

= Background
— Fires caused by electric equipment = increasing concern across US

2022 Large Fire Occurrence

IMSR Criterta (> 300 ac Timbey; > 300 ac GrasyBrash)

Wildfire Extent in the United States, 1983-2020

12
~— Forest Service - National Interagency Fire Center

10

Area burned (million acres)
[+

0
1980 1985 1990 1995 2000 2005 2010 2015 2020 2025

Year
Data sources

« NIFC (National Interagency Fire Center). 2021, Total wildland fires and acres (19683-2020). Accessed March 2021,
www.nifcgov/firelnfofirelinfo_stats_totalFires heml

« Shoet, K.C. 2015, Sources and implications of bias and uncentainty in a century of US. wildfire activity data. Int. ). Wikiland Fire
24(7)883-891.

National Interagency Coordination Center, Wildland
Fire Summary and Statistics Annual Report 2022

For more information, visit U.S. EPA's "Climate Change Indicators in the Unnted States” at www.epa.govdimate-indicators.
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Arcing detection in distribution systems

= Objective
. detect arcing on distribution systems to prevent fires caused
by power equipment

= Challenges

— Events are transient (a few cycles), fault-currents are low (tens of amps)

= Questions
— What do arcing signatures look like?
— What measurements/sensor devices are needed?
— How do we identify arcing?

= Approach
— Continuous measurements from high-resolution sensors
— Capture anomalies and extract features from signal processing
techniques
— Identify low-current arcing from known signatures

Lawrence Livermore National Laboratory N A‘S@“ 9
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Arcing faults

= Example measurements
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Source: U.S. Patent US9046563B2
Arcing event detection
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Detecting faults and measuring

devices/systems/data

= Protection devices
— Relays

— Digital fault recorders

= Continuous measurements
— SCADA

— AMI (advanced metering
infrastructure)

— PMU (phasor measurement unit)
— Point-on-wave (POW)

= Event records
— QOutage and maintenance records
— Device activation records
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igure 18. Grid monitoring devices by resolution and data continuity

Silverstein, Alison, and Jim Follum. 2020. “High-Resolution,
Time-Synchronized Grid Monitoring Devices.” NASPI
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Data management and visualization

= Data storage needs per month
— microPMU: ~25 GB per device
— Continuous POW: ~750 GB
— Cellular connection from device storage

= Database setup and data visualization —-
— Data formats and conversion (.dat, COMTRADE) ({Q)
— PostgreSQL-based TimescaleDB \5
— Grafana for visualization

= Measurement verification and calibration
— PT/CT ratios
— Verification with existing measurement data (e.g., SCADA)

Lawrence Livermore National Laboratory
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SCADA vs. PMU (distribution)
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Overview of analytics

PMU Dataset _—_—— = = = = = = = =
|Gradient-based anomaly I
idetection _ _ _ _ _ _ _|1

Extracted PMU [(m—m————— = — —

event 'Cluster anomalies based on |
distance w dynamic time warpinéI

| _ — — — — — _ _— _ _1

Possible arcing
event cluster

. ntin
Filtered St

waveform
waveform data .
ldentified measurements

arcing event
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Gradient-based anomaly detection

= Filter events based on a set threshold
— PMU datasets: three-phase voltage magnitudes and phase angles, current
magnitudes and phase angles, active and reactive power
— Filtering w separate variables either missed a lot of events or captured too
many events when threshold set low
— Normal bounds of the reduced order set by a “norma

III

day + epsilon

WWM Eliminate non-arcing events
i e a RS WA prcm i - Voltage regulation (cap bank
R 6. e N : i | switch, tap changes)

- Fuse and reclosers
- Motor start inrush
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Example of anomalies captured
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Clustering of events

= Dynamic time warping
— Calculate similarity between the captured events

= k-means clustering
— Find optimal number of clusters with elbow method
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Analysis of captured events — example
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= Voltage step change and current transients
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Probable arcing events — example

Voltage Current

7.34kV 380 A
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75% match w/ known arcing signatures

- Further investigation/validation with point-on-wave measurements
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Supervised learning of waveform arcing events

= Electric grid waveform signature library

— Repository of labeled grid signatures including arcing faults
« DOE ORNL/LLNL signature library
https://gesl.ornl.gov

= Feature extraction of arcing signatures for classifier training
— Fast Fourier transform (FFT)
— Wavelet transform
— Noise attenuation
- wavelet shrinkage denoising

= Apply different classifiers to find the best fit

‘ Lawrence Livermore National Laboratory N A‘S‘g‘; 20
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Supervised learning of arcing events

= DOE Grid Event Signature

Library

— Publicly available data
repository being developed
by Oak Ridge National isiidibe daddudods
Laboratory and LLNL |
https://gesl.ornl.gov .

— Library of disturbance
measurement signals -1
(voltage, current, e
frequency, etc.) captured g
from a variety of sensors
and entities

i GESL SR e rage 20w 3¢ S Q0 6000

= Used for “ground truth” e e L e JENERGY Ciosmm
arcing training datasets in
this work
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Filtering waveform signatures

= Filtered waveform data of arcing event
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Discrete wavelet transform

= Flexibility in frequency
and time domain
feature extraction

N/2 Arcing Phase
samples Signal @

= Approximation Q o _.
. . samples Coefficients Coefficients
coefficients (smooth e . ‘
jow-frequency S En
components) --> g -
Approx Detail » Lovel3
Coefficients Coefficients

coarse-scale trends in N/16
samples
Slgnal g Approx Detail » Leveld

N samples

Coefficients Coefficients

= Detail coefficients
(high frequency
components) --> subtle
fine-scale variations
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Wavelet transform on arcing signature

Arcing Current
Signal

Increased
prominence
of localized
variations as

signal is
filtered
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Arcing features from wavelet transform

0.6 - 0.6
0.4 Op
0.2 -
0.2 -
4= 004 4
e 0.0
'GJ
G o2 02
&=
8 -0.4 1 0.4 1
O
@os| , : , : I
o o 50 100 150 200 250 o 50 100 150 200 250
©
; 0.4 4
0.6
0.3 -
0.4 0.2 -
0.1 -
0.2
0.0 -
0.0
0.1 1
-0.2 -0.2 1
~0.3 -
-0.4
i " : ' s * 0 50 100 150 200 250
° =0 100 150 200 2sq_|__
ime step

Four unique arcing signatures being decomposed to its detail 4 DWT coefficients

Lawrence Livermore National Laboratory INVYSE 6

LLNL-PRES-857864 ol Moctear Securey.




Summary and work in progress

= Data analytics for evolving grid infrastructure
— Opportunities and challenges

= Arcing detection for fire prevention
— Unsupervised anomaly detection and clustering from high-resolution
measurements
— Ground-truth datasets for training — Grid Event Signature Library
— Feature extraction with waveform signatures

= Work in progress
— High-resolution simulation of arcing on distribution systems
— Classifier training with waveform features
— Optimal sensor placement
— Locating incipient faults
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Thank youl!

Questions? Comments?
joo3@lInl.gov

B Lawrence Livermore
National Laboratory

Disclaimer

This document was prepared as an account of work sponsored by an agency of the United States
government. Neither the United States government nor Lawrence Livermore National Security, LLC,
nor any of their employees makes any warranty, expressed or implied, or assumes any legal liability

or responsibility for the accuracy, completeness, or usefulness of any information, apparatus,
product, or process disclosed, or represents that its use would not infringe privately owned rights.

Reference herein to any specific commercial product, process, or service by trade name, trademark,

manufacturer, or otherwise does not necessarily constitute or imply its endorsement,
recommendation, or favoring by the United States government or Lawrence Livermore National
Security, LLC. The views and opinions of authors expressed herein do not necessarily state or reflect
those of the United States government or Lawrence Livermore National Security, LLC, and shall not be
used for advertising or product endorsement purposes.



