
Enabling Cyber-Power Grid
Security and Resiliency

Prof. Anurag K Srivastava
Raymond J. Lane Professor and Chairperson,

Lane Department of Computer Science and Electrical Engineering
Director, Smart Grid REsiliency and Analytics Lab (SG-REAL)

West Virginia University, Morgantown, WV, USA

Adjunct professor, Washington State University

Senior Scientist, Pacific Northwest National Lab, Richland, WA

CIGRE Next Generation Network Webinar, August 17, 2023
© CIGRE 2021





3
TestbedTools

2
Data- Driven Tools for 

Cybersecurity and  
Resiliency with IoT

Metrics and 
algorithms for cyber 
anomaly detection, 

classification, 
localization, root 

cause analytics and 
resiliency analysis

Testbed for 
Training and 
Validation

Validate algorithms 
and tools for 
deployment

What can we do about it?

3

Understand the 
Problem

1
Cyber

Vulnerability 
and Threat
Cyber Threats, 
exposure, risk, 
analysis and 

Mitigation





5

Understand the 
Problem

1
Cyber

Vulnerability 
and Threat
Cyber Threats, 
exposure, risk, 
analysis and 

Mitigation



6

Risk, Threats, and Vulnerabilities

• Threat – circumstance or event with the potential to adversely impact 
organizational operations

• Vulnerability – a weakness in an information system, system security 
procedures, internal controls, or an implementation that could be 
exploited by a threat source 

Source: NIST SP 800-30, rev1. http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf
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Anatomy of a Cyber Attack

Case Study: Ukraine Cyber Attack 
2015
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How do attackers attack? 
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Why Resiliency with IoTs?

Resiliency

• Being a critical infrastructure, the power grid has been embracing cyberattacks of gradual increasing 
complexity and intricacy.

• Considering that these risks cannot be eliminated, resiliency becomes vital to enable the essential 
infrastructure to continue to perform when faced with such threats. 

• National Academy of Sciences, Engineering, and Medicine (NASEM) released a report titled 
”Enhancing the Resiliency of the Nation’s Electricity System,” details the need for defining resilience 
metrics that can drive planning and operational decisions.

• Resiliency : System’s ability to keep providing energy to the critical load even with adverse events.

IoTs

• Electric Grid transformation by advanced communication infrastructure and digital devices.
• IoTs record one of the fastest growth rates in computing technologies. 
• Smart devices and appliances based on IoTs are replacing traditional distribution system loads and 

resources.



Measuring and Enabling Cyber Resiliency

• Analytical Hierarchical Process 

• Topology Parameters

• Weather Parameters

• Infrastructure Parameter

CANVASS: Cyber-Attacks and Network Vulnerability Analytics 
Software for Smart Distribution Grids
CyPhyR: Cyber-Physical Resiliency in Microgrid
CP-SAM: Cyber-Physical Security Assessment Metric
CP-TRAM: Cyber-Physical Transmission Resiliency Metric



Power System IoTs
According to the IEEE IoT Initiative: The definition often depends on the particular vision of the proponent 
entity with respect to the assets of IoT that are deemed more relevant.

Devices with the following attributes are considered as IoTs-
• Connected to others and can exchange information.
• Has unique identifier like IP address.
• Connected to control devices, or a power source or load.
• Has computing capability.
• Has some autonomous activity.
• Plug & Play

Power System IoTs of Interest: Heating, Ventilation, Air Conditioning (HVAC) system; Solar PV; 
Battery Storage; and Electric Vehicle (EV)

Challenges with IoTs:
IoTs attributes need to be quantized for Resiliency Metric Formulation
• IoTs data encapsulates very sensitive user information.
• Utilities or Microgrid operators do not have direct access to all the IoTs data.
• Limitation of available IoTs data. 
• Data integrity and data privacy are big concerns when it comes to use of IoTs data



Modeling and Analysis of Distribution system with IoTs

Primary feeder
IEEE 123 test
feeder system

Secondary feeder 
mapped to each 
node with 
houses, PV, and 
battery

IoT – EV/HVAC/Critical loads

IoT level – 
2 devices per 
house, can be 
expanded

Cyber-Physical Primary Node 
without IoT: Primary Node with no 
IoT devices in the secondary level 
down stream. Digital relays, CB, SW 
and any other non-IoT digital device

Physical Primary Node: Primary 
Node with no digital component in 
the secondary level down stream.



Emulation of Power System IoTs
Gridlab-D Model For Secondary 
Level Cyber Model of in-House IoT Network in 

Mininet



IoT TRUSTABILITY SCORE (ITS)

q P. S. Sarker, S. K. Sadanandan and A. K. Srivastava, "Resiliency Metrics for Monitoring and Analysis of Cyber-Power Distribution System with IoTs," in 
IEEE Internet of Things Journal, 2022



IoT Trustability Score Algorithm 

Ø Non-Anomaly Ratio (NAR)

Ø Tolerance Value Terr for RE

Ø If RE> Terr 
Anomalous Data Point (ADP )= Data Point (DP )

Ø Cumulative Non-Anomaly Ratio (CNAR)

q P. S. Sarker, S. K. Sadanandan and A. K. Srivastava, "Resiliency Metrics for Monitoring and Analysis of Cyber-Power Distribution System with IoTs," in 
IEEE Internet of Things Journal, 2022



Primary Level Node Resiliency Metric Formulation

Concerns related to Weight Assignment:
• No definite methods to evaluate the impact of different 

factors in the resiliency of cyber-physical power systems.
• Requires expertise decisions from different domains such 

as power systems, cyber-physical systems, and cyber 
system  experts.

• Handle ambiguities and uncertainties in the existing 
information.

Fuzzy Analytic Hierarchy Process (Fuzzy AHP):
• Fuzzy AHP comes from fuzzy multiple-criteria decision-

making (MCDM).
• Can incorporate the impreciseness of human judgment 

raised due to the subjective or qualitative nature of the 
criteria that can not be  represented  by  exact  numbers.  

• Can controls the uncertainty and vagueness in the decision 
makers’ opinions through fuzzy set theory. 

q P. S. Sarker, S. K. Sadanandan and A. K. Srivastava, "Resiliency Metrics for Monitoring and Analysis of Cyber-Power Distribution System with IoTs," in 
IEEE Internet of Things Journal, 2022



Primary Level Node Resiliency Metric Formulation

q P. S. Sarker, S. K. Sadanandan and A. K. Srivastava, "Resiliency Metrics for Monitoring and Analysis of Cyber-Power Distribution System with IoTs," in 
IEEE Internet of Things Journal, 2022



Distribution System Resiliency Metric 

Distribution System level Resiliency:

q P. S. Sarker, S. K. Sadanandan and A. K. Srivastava, "Resiliency Metrics for Monitoring and Analysis of Cyber-Power Distribution System with IoTs," in 
IEEE Internet of Things Journal, 2022



Case Studies & Results

ITS Drops

DERs Disconnect

Short Suspicious Event (sse): solar PV of one house from the primary node accidentally got 
disconnected from its smart IoT-based inverter during maintenance of the PV panel.

Malicious Event (me): two houses and the commercial building use smart IoT-based inverters from the 
same  manufacturer for their solar PV and battery, and attackers have discovered vulnerabilities of the 
inverters of that manufacturer.



Resiliency Metrics and it’s Usages

Applications
# Planning upgrade or 
modification focusing
resiliency

# Design resilient 
microgrids
and compare resiliency
 of different microgrid 
designs 

# Perform root cause 
analysis of degraded 
operational resiliency

# Post event resilient
 reconfiguration
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CYBER-POWER TESTBED

Distribution System Distribution System 
Communication Model

Sensors
Controllers

Testbed 1: Electromechanical Simulator

Testbed 2: Electromagnetic Real Time 
Simulator with HIL
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Real-Time Cyber-Power-HUMAN Testbed

Developed Real-Time Cyber-Power 
Testbed

• Physical power system layer
• Substation automation and 

protection Layer
• Wide area communication 

network layer
• Control center layer
• Visualization and monitoring 

layer
• Human operator layer

 





Assisting operator to investigate Network anomaly using dashboard and data 
logging

SG-REAL CYBER LOG MONITORING SYSTEM



Human operator 
layer  - Eye Glass 
sensors
• Gaze mapping à maps 

dynamic eye tracking data onto 
a static 'reference' image of the 
environment.

• Heatmaps à visualization that 
summarizes which objects in a 
scene were looked at most by a 
group of respondents.

• AOI editor à derive eye 
tracking metrics related to 
objects or other defined parts of 
the stimulus.



Summary



Electric grid is cyber-physical-human network and going through major transformation

Introduction of IoTs based DERs, loads, and other devices leads to better and efficient 
operation with flexibility but also brings vulnerabilities. 

Massive sensor data provides opportunity for  transformative approach

ITS, PNR and DSR metrics offer visibility to the edge of the system.

Proposed metrics are scalable and capable to facilitate resiliency based monitoring 
and operation for any advanced microgrid/distribution system.

These metrics can be used to find out weaknesses for a given microgrid configuration 
and improvement actions can be prioritized based on the scores.

Testbed are important for simulated data and validating decision support 

Takeaway
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