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SUMMARY

Blockchain is a powerful enabling technology for the decarbonization, decentralization, and
digitization (3D’s) of energy systems. The 3D’s are some of the driving forces of transition into
anew energy economy that has a higher level of efficiency, sustainability, and equity. However,
there is still a set of limitations in existing blockchain technology that preclude a full-scope,
wide-scale adoption of this technology in power and energy systems. This paper intends to
address one of the pressing implementation challenges by proposing a novel consensus
mechanism, namely Proof-of-Reserve (PoR). The goal is to facilitate an efficient peer-to-peer
consumer-prosumer transactions on a blockchain platform as a transaction infrastructure for
renewable energy markets.
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1. INTRODUCTION

Decarbonization, decentralization, and digitalization are the pillars of the new energy economy.
Blockchain technology has shown a promising potential to facilitate the transition to this new
paradigm by providing a secure, peer-to-peer (P2P) transaction infrastructure. It can potentially
significantly impact the existing operational models in power systems, including networked
grids, demand-side management, the Internet of Things (IoT), electric vehicles (EVs), and
cybersecurity, among others [1].

As a digital distributed ledger, blockchain can support a broad range of data—from financial
transactions to power system signals—that are stored in a package called a block. These blocks
are connected in chronological order and identified by a cryptographic characteristic called a
hash. Besides the current hash, the previous block hash is also included in the block, that links
them and creates a chain of blocks, hence the name blockchain. In general, each block in the
blockchain contains a block header and a list of all transactions. The block header includes the
Merkle Root of all transactions inside the block, the previous block hash, a time stamp, and a
nonce (an arbitrary piece of data used for consensus). A specific process called consensus
mechanism is required to make the blockchain fault-tolerant and prevent the injection of
falsified data into the chain.

Through the consensus mechanism, all nodes in the chain agree on the correctness of the latest
block added to the chain. This task is delegated to miner nodes in the blockchain, and the action
itself is called mining. In other words, mining is the instance of validating and adding the new
blocks to the chain. For this purpose, a mathematical problem should be solved that needs a
considerable amount of computational power. In fact, this process has been designed to prevent
hackers from injecting falsified data into the chain. The most common consensus algorithms
are Proof-of-Work (PoW), Proof-of-Stake (PoS), Practical Byzantine Fault Tolerance (PBFT),
Proof-of-Authority (PoA), and Proof of Elapsed Time (POET) [2-6]. For example, in POW as
one of the most popular consensus methods, a miner node collects pending transactions, finds
their corresponding Merkle Root, and together with some other data, collectively hashes a value
that is less than a preset value. This preset value is a 32-byte number with some zeros usually
at the beginning of the block hash, which makes the PoW adequately difficult to solve. To
change the hash value, a nonce is embedded in the block header. Therefore, solving this problem
is a probabilistic process that needs significant computational power. If the number of zeros is
equal to n, then POW needs, on average, 2" attempts before the problem is solved, where the
probability of finding such nonce for a given target value T is equal to T/2%° [7].

Although several consensus mechanisms have been developed to improve the system
throughput, more efforts are needed to create a mechanism that offers better energy savings, a
higher level of tolerance for threshold adversary, as well as improved scalability, security, and
privacy [8]. Currently, PoW, one of the most frequently used consensus algorithms, provides a
relatively fair and secure method to reach a consensus. However, this algorithm suffers from
high energy consumption and is still vulnerable to the 51% attacks. Authors in [9] characterized
PoS as an algorithm that was designed to mitigate the limitations of PoW by replacing mining
action with forging. This algorithm ensures lower energy consumption and processing time at
the expense of a lower decentralization in the network. As in the PoS algorithm, nodes with
higher tokens at stake have a higher voting power, which clearly renders the blockchain network
vulnerable to monopolization. To solve this issue, Delegated Proof-of-Stake (DPoS) was
introduced. In DPoS, every wallet with coins can vote for some delegates who then are
responsible for validating the transactions and creating the blocks [10]. In this method, even
users with small stakes can be selected as delegates. While this algorithm helps achieve a higher
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level of decentralization and scalability, it still suffers from the issue that people with higher
stakes have more voting power, and hence more influence on the network. Proof-of-Activity is
a mechanism that integrates the PoW and PoS algorithms to add another level of security to the
network [11]. In this algorithm, the probability of choosing a node as a miner depends on their
tokens at stake (similar to PoS). The probability that a miner could create a block and receive
the reward depends on their computational power, as is the case in POW. Thus, security in this
method still comes at the expense of higher energy input needed to solve the POW problem.
Proof-of-Capacity (PoC) uses the participants’ available hard disk capacity as a meter to
allocate the mining rights instead of computational power or the tokens at stake [12]. This
algorithm also has a “monopoly issue” since the participants can outsource the file storage to
an external capacity. POET solves the computational power or staking issues by running a
lottery-based election model. Each validator requests a wait time in this algorithm, and the
shortest wait time wins the lottery. This validator is called a leader who can mine the block
[13]. PoET uses the trusted enclave in Intel’s Software Guard Extensions (SGX), which makes
this consensus algorithm dependent on a third party (Intel), which is in clear contrast with the
promise of blockchain technology. Further, an attacker can always win the lottery if they can
break a piece of trusted hardware in this network [12]. Revealing the identity of the miners and
validators is another issue in some blockchain platforms. For instance, the PBFT (used in
Hyperledger Fabric) and Tendermint consensus mechanisms need to have the user’s
information to select a primary/proposer in each round; however, they can only handle not more
than one-third of malicious nodes [14].

A review of the existing work reveals three main issues in existing consensus algorithms: (a)
high computational power needs, (b) creation of a monopoly in the network, and (c) disclosing
user’s information. These problems are major obstacles to the adoption of blockchain
technology in the power sector. The computational power consumed by algorithms such as
PoW imposes a significant burden on power systems. This issue is so significant that recent
research work indicate that the total power consumption used by these algorithms is comparable
to the total power demand in Denmark or Switzerland [1], [15]. This extra burden on power
demand can significantly stress the entire grid operations. The second issue can endanger the
efficiency of the power markets by creating a monopoly because of using the existing consensus
mechanisms. This could cause not only a few groups of nodes to always win the mining reward,
but also, in a worst-case scenario, they could manipulate the system by earning more than 50%
of the mining power. This is obviously not an appropriate design choice in the power grids since
it causes considerable security and underperformance issues. Finally, the third issue makes the
existing consensus mechanisms inefficient in power system applications, as compromising
users’ privacy and data protection is not a choice in power grids. All these discussions imply
that a custom-built design of consensus mechanism is required for power system applications.

A number of recent research work have focused on developing a set of consensus mechanisms
that address cost and energy concerns. For instance, authors in [16] proposed an alternative
consensus model, namely Proof-of-Energy (PoE). The PoE operates similarly to a PoS, where
energy consumption is considered as the stake. This is intended to increase prosumer self-
consumption levels, and therefore reduce power losses. Authors in [17] adopted a consensus
algorithm to determine potential rewards for the prosumers who use less energy during peak
hours. Utility companies can establish a reward policy by adjusting the rewards for the PoW.
To fill this existing gap, in this paper we propose a novel consensus mechanism specifically
designed to facilitate peer-to-peer solar energy trading in power systems. The remainder of this
paper is organized, as follows. Section 2 provides an overview of P2P energy trading. Section
3 presents the novel consensus mechanism. Concluding remarks are made in Section 4.



2. P2P ENERGY TRADING ON BLOCKCHAIN

To develop a blockchain-based power trading platform, there must be a distributed market
clearing process to determine the optimal price and quantity for power supply by prosumers. A
mechanism where prosumers and consumers can initiate their transactions on a blockchain
platform needs to be designed to facilitate this process. Therefore, a transaction structure where
each transaction can be performed and broadcasted to the blockchain network must be
developed. At this stage, a consensus mechanism needs to be designed for the network to
complete the transaction and form a block. We propose a novel consensus algorithm, namely
Proof-of-Reserve, to address this issue. In the proposed PoR consensus mechanism design, once
a block is created, the transaction will be finalized and stored in the digital distributed ledger.

The optimal interaction model between electrical nodes in the power system depends on how
the system is governed. This issue becomes more critical when these interactions are carried
out on a blockchain platform. To establish a fully distributed network, a game-theoretical
mechanism design is needed to establish a Nash equilibrium between a group of prosumer and
consumer nodes. A prosumer is considered a “leader” who determines the price, and a consumer
is considered a “follower” who determines their optimal level of consumption. The sequence
diagram in Figure 1 illustrates the end-to-end process in the proposed peer-to-peer energy
trading model on a blockchain platform—from its initiation throughout the completion of a
transaction. In this diagram, C denotes the consumer, and P1-P4 denote four available
prosumers in a pool of prosumers (chosen on an ad hoc basis for the sake of illustration). This
diagram depicts a scenario where consumer C calls all four prosumers for the power it needs.
Prosumers submit their bids, where among them, consumer C selects prosumer P1 by sending
an offer. Once the offer is accepted by prosumer P1, the transaction is initiated by consumer C,
and the power will be supplied by prosumer P1. Next, the validation board is formed by
remaining prosumers, and in a lottery where the odds of winning are based on power reserves,
P3 is selected to mine the block. Finally, the transaction is completed after prosumers receive
and verify the data in the newly mined block, and all the nodes keep a ledger of the completed
transaction.
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Figure 1. End-to-end process for peer-to-peer energy trading on blockchain



3. PROOF-OF-RESERVE MECHANISM

The consensus mechanism is developed based on the proposed PoR algorithm. This algorithm
Is a combination of PoS and PoW algorithms. On the one hand, it attempts to avoid the high
computational power needed in the PoW algorithm while allowing as many nodes as possible
to participate in the mining process. On the other hand, it maintains the voting procedure and
higher scalability potential of the PoS algorithm. While the mining is still carried out in this
mechanism, it is restricted to a certain number of candidate nodes. This algorithm involves
cryptographic hashing where the new block is mined by solving a problem with a difficulty
level that can be weighted based on the corresponding miner’s power reserve. This power
reserve can be calculated as follows:

RiCM 0 Plsolar _F;iC,PI’O +C, ptimaX VieN
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where Ri™ is the allocated reserve (in kW) for the consensus mechanism, Pi*°@" is the real-time
solar power generation by prosumer i (in KW), PiP™ s the power consumed by the prosumer i
(kW), Ciis the price (in $) for deep discharge of the battery installed at the prosumer i’s location,
Pi&™ is the maximum available battery capacity of prosumer i (in kW), and N is a set of
prosumers. The detailed procedure of the POR mechanism is defined, as follows:

- Stepl: All candidate miners will announce the available power that they are willing to sell.
We call this available power the reserve. If a prosumer does not intend to participate in the
market, they will use their excess solar power to charge their on-site battery storage unit.

- Step 2: For each specific reserve level, a solar stake is allocated to each prosumer. For
example, if a prosumer has n kW of reserve, they will obtain [n/L] solar stakes, where L
denotes each specified power level. Each solar stake can be earned by reaching a specific
reserve.

- Step 3: All candidates will enter a lottery. The lottery is designed so that candidates with
higher solar stakes have a higher chance of winning. A select number of candidates
(validation board, k) will compete in the next round to solve a consensus problem and
become a block miner. This process should first take place by verifying all transactions
included in a prospective block. The difficulty of the consensus problem can be weighted
according to the reserve that a prosumer holds. After the consensus problem is solved by one
of the prosumers, the validation board will verify the mining process and publish their vote
on whether a miner has won the lottery. If so, the winner will be rewarded with a token.
Otherwise, that miner will be removed from the validation board and the competition will
continue by the rest of the candidates.

- Step 4: This round of lottery will be closed, and new solar stakes will be calculated for the
next round. This procedure will be repeated from Step 1 for each round.

The procedure described above will allow even prosumers with lower solar stakes to win the
lottery and to mine the next block. Statistically speaking, this will virtually prevent the system
from being monopolized, which, while theoretically possible, has an extremely low probability.
This is due to the fact that a prosumer with higher reserves has a higher chance to mine the
block and receive the reward. This mechanism seems fair as it provides a trade-off for
prosumers. A rational prosumer intends to maximize their revenue by participating in the lottery
with the highest reserve possible while they take into account the amount of electricity that is
needed for mining. If a prosumer posts a reserve higher than the limit, they will need to buy the
extra power from the market—which can significantly reduce the profit margin of the prosumer
due to participating in both the market and the mining process. Obviously, the profit margin
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depends on the reward value to be obtained by winning the lottery. Therefore, the blockchain
platform administrator should face this subtle point of reward selection very carefully.
Moreover, suppose a prosumer seeks to earn higher solar stakes in order to increase their chance
of being selected for mining. In that case, they will be encouraged to install more PV panels
which makes the grid cleaner, helps remediate grid congestions, and provides higher flexibility
on the demand side. Therefore, while it is expected that some larger PV prosumers will have a
higher chance of winning, this also may help to increase the efficiency of the entire network. It
is worth noting that these large prosumers are only competing over creating a block and not
making transactions. Therefore, the market clearing process and the PV trading may not be
adversely affected, as all market participants are treated equally.

To illustrate the computational efficiency of the proposed consensus mechanism, we design a
computational experiment with the combination of three different CPU configurations and two
levels of difficulty to solve a consensus problem. We assumed the number of candidates in the
validation board to be k=3, where candidates with 10, 9, and 8 solar stakes compete over solving
a consensus problem in each combination of CPU configuration and difficulty level shown in
Table 1. As shown, the same nonce values are obtained in all scenarios of a given difficulty
level while computation time varies based on CPU configuration. For a given difficulty level,
the time duration of the mining algorithm slightly increases by a reduction in computational
power. However, the computation time is shown to be a function of the consensus problem’s
difficulty level, as expected. In addition, the results demonstrate that the nonce value increases
significantly as the consensus problem’s difficulty level increases. This is due to a higher
number of iterations needed to meet the target value of a consensus mechanism with a higher
difficulty level.

Table 1. The consensus problem computation performance for different CPU configurations and difficulty levels

Nonce / Computation Time (s)
CPU Configuration — —
Difficulty level=27 Difficulty level=29
Core i7/ 3.00 GHz/ 8 GB RAM 85,139,183/ 275 1,418,926,383 / 4720
Core i5/ 3.00 GHz/ 4 GB RAM 85,139,183/ 281 1,418,926,383 / 4757
Core i3/ 3.00 GHz/ 2 GB RAM 85,139,183/ 293 1,418,926,383 / 4788

4. CONCLUSION

A conceptual design for a novel consensus mechanism for power systems, namely Proof-of-
Reserve, was presented. The PoR mechanism can significantly reduce energy consumption, as
only a fraction of prosumers can participate in the block mining process. The proposed design
intends to prevent monopolization of the blockchain platform as opposed to the existing
mechanisms such as PoS algorithms. A lottery-based system will determine the miners, and
there is a possibility that any prosumer in the network can mine the next block. PoR establishes
a competitive and fair environment among all participants and facilitates a transition towards a
greener and more sustainable system. In our future work, an extended numerical analysis and
mathematical formulation of a game-theoretical framework will be presented to quantitatively
test the effectiveness of proposed model.
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