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INTRODUCTION



Threat

An expression of
Intention to
inflict evil,
injury, or
damage.

(C) 2018 Alchemy Global Networks

The Gold Standard of Network Engineering

£

A\



INTRODUCTION ¥ =

Security

Measures taken
to guard against
espionage,
crime, attack, or
escape.
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Risk
The possibility

that something
bad or

unpleasant will
happen.
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Typica\
Threats

Animals
People
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Typical
Mitigation
Fences
Personnel
Cameras

Lights

Cannons!
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CYBER..



Involving
computers or
computer
networks
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Raspberry Pi 2 (HMI Server)

Entry
Point 1
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Cyber
Threats

A possible
danger that
might exploit a
vulnerability to
breach security
and therefore
cause possible
harm.
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Hacker

a person who
illegally gains
access to and
sometimes
tampers with
information in a
computer
system
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Security

Measures taken
to guard against
espionage,
crime, attack, or
escape.
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Cyber
Security

The protection of
Internet-
connected
systems, including
hardware,
software and
data, from cyber
threats
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Grid Smart Grid

Meters Read By People Automatic Meter Reading
Electromechanical Relays Microprocessor Relays

Manned Substations Unmanned Substations (SCADA)
Routine Inspections Online Inspections

DISCONNECTED CONNECTED
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2014 EXECUTIVE ORDER 13636

Mandates improvements to cybersecurity
architectures for critical infrastructure
programs.
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REGULATION

*NERC CIP

A set of regulations mandating cyber

protection for critical electric
infrastructure.
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systems

Cyber
security

Internet devic D

Cyber Framework

-
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CYBER FRAMEWORKS =

FRAME
WORK

A basic
conceptual
structure
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http://www.greeceandroid.gr/dev/1271-xposed-framework-installation-and-modules
https://creativecommons.org/licenses/by/3.0/

*Cybersecurity Framework

Provide guidance on managing risk to
threats from cyber attacks. Often include

standards, guidelines, and best practices

when developing elements of a
cybersecurity program.
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Example Frameworks

*PCl DSS

*|SO 27001/27002
CIS

*NIST Framework
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Consequences

* Fines for non-compliance
» Data Breach
e Equipment Failure

Rep YGatio,,
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NIST Cybersecurity Framework

IDENTIFY § PROTECT gamnlapSeiiag RESPOND § RECOVER

Asset management Awareness control Response Planning

Anomolies and .

Recover planning
events

Awareness and

Business training _—

% Communications

environment

Data security ; ;
ecurity

continuous
monitoring

Governance

Analysis Improvements

Info protection and
procedures

Risk assessment Mitigation

Maintenance

Communications

Detection process
Risk management

strategy

Protective

Improvements
technology
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IDENTIFY

Asset management

Business
environment

Governance

Risk assessment

Risk management
strategy
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Framework Framework

Development Published Regulations
have a similar
development /

lifecycle
Gaps Framework
|dentified Adopted
A Program
NOT
A Project
New Threat
Vectors
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NIST and NERC CIP



Requirements

P-002 — Cyber System Categorization

P-003 — Security Management Controls
P-004 — Personnel & Training

P-005 — Electronic Security Perimeter

P-006 — Physical Security

P-007 — System Security Management
P-008 — Incident Response Planning

P-009 — Recovery Plans

P-010 — Configuration Change Management

P-011 — Information Protection
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NIST Cyber Security Framework

Identify Protect Detect Recover

CIP-002 CIP-004 CIP-005 CIP-008 CIP-009
CIP-003 CIP-005 CIP-006
CIP-007 CIP-006

CIP-010

CIP'Oll . CIP.Requirements

CIP-002 — Cyber System Categorization
¢ CIP-003 - Security Management Controls
¢ CIP-004 — Personnel & Training
* CIP-005 — Electronic Security Perimeter
* CIP-006 — Physical Security
¢ CIP-007 — System Security Management
* CIP-008 — Incident Response Planning
* CIP-009 — Recovery Plans
* CIP-010 - Configuration Change Management
* CIP-011 - Information Protection
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e Utilities have increasing need for better connectivity to a variety of
sensors on the edge of the grid.

* These sensors provide excellent situational awareness without having
personnel physically located in the substation.

* However, the communication paths between these sensors and utility
staff have introduced a new threat to the utility.

* There are a cyber frameworks which can be employed to help identify
and reduce cyber threats.

* There are regulations which require certain utilities to implement a cyber
security program.

* These practices should be viewed as best practices to reduce the threat
exposure and not a guarantee.
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Theo Laughner

E: theo@powergrid-rx.com
P: 865-385-3838

Scott Morris

E: smorris@alchemy-global.net
P: 703-224-3471
T: @ScottMorrisCCIE
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