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• Main Vulnerabilities / Threats
• Malware
• Device / System Issues
• Data Protection Issues

• Countermeasures
• TCA Program
• Patch Management Program
• Data Management Program

Agenda
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• STUXNET
• Siemens WinCC Insecure SQL Server Authentication (ICSA-12-205-01)
• Siemens SIMATIC STEP 7 DLL Hijacking Vulnerability (ICSA-12-205-02)

• Dragonfly/HAVEX
• BLACKENERGY 2

• GE CIMPLICITY Path Traversal Vulnerabilities (ICSA-14-023-01)
• Siemens WinCC Remote Execution Vulnerabilities (ICSA-14-329-02D)
• Advantech WebAccess (ICSA-14-281-01B)

• CRASHOVERRIDE
• TRITON

ICS Malware 
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• In December 2015, attackers compromised 
SCADA and opened circuit breakers in at 
least 30 substations.

• Interruption of service to over two hundred 
thousand customers.

• Switched to manual mode of operation to 
restore power.

• In December 17th, 2016 against a 
transmission substation in Kiev, Ukraine –
appears to be a proof of concept to test 
automated exploitation of transmission 
substation.

• Started with phishing emails that infected 
corporate machines.

• Another potential vector is to infect asset 
testing & maintenance machines.

Ukraine Grid Cyberattacks
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• Advanced modular framework 
consisting of a backdoor, a 
loader, supporting modules, 
and payloads.

• Backdoor provides remote 
access to the system and has 
the ability to work through 
the local proxy.

• Currently identified payloads 
are IEC 61850, OPC DA, and 
IEC-60870-5-101/104.

CRASHOVERRIDE
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• Tries to connect to Port 102 of IEDs whose IP addresses it either read from a 
config file or discovered from the network.

• If target responds to ConnectionRequest packet, it sends an InitiateRequest.

• If successful, getNameList is sent.

• Appears to look for Switch Controller (CSWI) Logical Node

• May issue MMS Read request for Model and stVal.

• May issue an MMS Write request that will change its state.

CRASHOVERRIDE IEC 61850 Module
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Device Vulnerabilities
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Device Vulnerabilities
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• Sensitive data on flash drives lost or stolen.

• Photos posted on a publicly accessible Human Resources webpage, when 
enhanced, displayed control systems equipment models and status 
information in the background.

• Compromise of trade publication websites and altering them to include 
malicious content for harvesting corporate credentials of the website 
visitors. This is known as a watering hole attack, since these websites cater 
to specific industries, and therefore are “watering holes” that attract 
people in that industry.

Data Loss
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DHS Alert TA18-074A : “The threat actors appear to have deliberately chosen the 
organizations they targeted, rather than pursuing them as targets of opportunity. 
Staging targets held preexisting relationships with many of the intended targets.”



• Keep corporate computers used for email and general web-
browsing out of the substation. 

• Software under whitelist controls so as to prevent malware. 
• Eliminate USB drives, a leading malware propagation mechanism.

Field Force Enablement

Data Acquisition Data Communication Data Storage

On-Demand Support

Separate device for substation / control environments 



• Important measure for operational 
integrity.

• Planned replacement of vulnerable older 
assets with discontinued support.

• Difficult problem:
• Knowing device portfolio.
• Tracking vulnerabilities for those devices –

hundreds of vendors, change in ownership, 
abandoned products.

• Identifying locations of the devices.
• Scheduling work at these locations within a 

timeline appropriate for the severity of the 
vulnerability.

Patch Management
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Source: Alex Stamos (Facebook CSO), 
keynote @ Black Hat USA 2017 



• Monitoring to Ensure Patching of Unreachable Devices: Monitoring capability is 
needed for awareness of the patching status of all the devices, so that appropriate 
intervention can be undertaken for devices that aren’t patched in a timely manner.

• Asset Management: Accurate and up-to-date information on the various field 
devices, images, software applications, and versions in use, so that they can be 
updated in a manner consistent with their use.

• Comprehensive Vulnerability Monitoring and Patching:
• A vulnerability monitoring program that continuously monitors, identifies and evaluates for 

new vulnerabilities and corresponding patches or workarounds
• Multiple patch deployment means in order to ensure that even the most difficult applications 

can be patched
• When all else fails, it may take the entire application to be replaced with the new version.

Patch Management
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• Strong encryption scheme, such as full-disk encryption with pre-boot authorization, in 
order to ensure that information from the device cannot be extracted even if the 
attacker has physical access to the device.

• Restrict communication capability so that they can only communicate with the private 
databases and servers needed to manage the data and the devices. 

• Prevents any information from these devices from being sent to an attacker. 
• A key implication of this is that the field devices cannot be used as general-purpose computers.

• Regularly purge sensitive information from the field devices so that the intelligence 
obtained from it is minimal and incomplete.

• Field device management program that is able to track all the field devices and help 
identify unusual activity such as not reporting in for an extended period of time.

Data Management
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• Cybersecurity grows in importance with each newly discovered 
cyberattack

• Asset management professionals, due to their close contact 
with critical assets, are at the forefront of the defense

• Need to become more aware of security threats and countermeasures
• Help combat the cyber threats
• Take active part in determining the technology and compliance 

approaches to fieldwork
• When security / compliance solutions are field operations-

centric, productivity also improves

Conclusions
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Questions?

Gowri Rajappan, PhD
Doble Engineering
grajappan@doble.com
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